ecological economics

Privacy Policy & Cookie Tagging Policy

Ecosquared is committed to developing a pure p2p model of
data handling so that all your data is held by you. In the
interim, we provide cloud storage for your data and will do
our utmost to ensure your data is protected.
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Privacy Policy

Ecosquared understands that your privacy is important to you and that you care about how your information is
used and shared online. We respect and value the privacy of everyone who visits Our Site and will only collect
and use information in ways that are useful to you and in a manner consistent with your rights and Our
obligations under the law.

This Policy applies to Our use of any and all data collected by us in relation to your use of Our Site. Please read
this Privacy Policy carefully and ensure that you understand it. Your acceptance of Our Privacy Policy is
deemed to occur upon your first use of Our Site. If you do not accept and agree with this Privacy Policy, you
must stop using Our Site immediately.

0. Definitions and Interpretation

In this Policy the following terms shall have the following meanings:

“Account” means an account required to access and/or use certain areas and
features of Our Site;

“Cookie” means a small text file placed on your computer or device by Our Site
when you visit certain parts of Our Site and/or when you use certain
features of Our Site. Details of the cookies used by Our Site are set out
in section 12, below;

“Our Site” means these websites, ecosquared.co.uk, ecosquared.gift

“UK and EU Cookie Law” means the relevant parts of the Privacy and Electronic Communications
(EC Directive) Regulations 2003 as amended in 2004, 2011 and 2015;
and

“We/Us/Our” means Ecosquared Ltd, a limited company registered in Scotland under

SC489706, whose registered address is 53 Carden Place, Aberdeen,
Scotland AB10 1UN.

1. Data Protection and Privacy Policy

1.1 We may require basic information which identifies you as an individual (“Personal Information[i]”), such as
your name, email address and phone number, in order to enable you to take advantage of particular services
that we offer, for example when you send us a question / request from our “contact us” page, request one of
our newsletters or further information on a specific department. We will only use such Personal Information
for the purposes of providing information which you have requested, or for other purposes set out in these
Terms.

1.2 We may collect the following information:
e name and job title
e contact information including email address and telephone number(s)
e demographic information such as postcode, preferences and interests

e other information relevant to customer surveys and/or offers
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e information pertinent to fulfilling our legal services on an individual's or organisation's behalf;

and

e information relating to the platform (please see section 3)

1.3 We may on occasion make use of Personal Information that we collect in order to help us administer the
Website and/or for marketing purposes. We may for instance send you information about our services, and
selected third parties, that we feel might be of particular interest to you.

1.4 If you do not wish us to make use of your Personal Information in this way, please email
dataprotection@ecosquared.co.uk. We will also give you the opportunity to opt out of future marketing
whenever we send you marketing material, you can also opt out at any time by contact us.

1.5 Except (i) to the extent that we are required to do so by law, (ii) in connection with any legal proceedings
(including prospective legal proceedings), (iii) in order to establish, exercise or defend the legal rights of
Ecosquared, or "(iv) to provide services to you and to manage our international client relationships we will not
disclose your Personal Information to any other party without having obtained your consent.

1.6 Employees, contractors and agents of Ecosquared may be given access to any Personal Information which
we collect, but their use shall be limited to the performance of their duties and in line with the reason for
processing. Our employees, contractors and agents who have access to your Personal Information are required
to keep that information confidential and are not permitted to use it for any purposes other than to enable
you to use the Website or to deal with requests which you submit to us.

2. Subscriptions & Notifications

2.1 We use a third party provider, Mailgun, to deliver our subscription e-newsletter and notifications. We
gather statistics around email opening and clicks using industry standard technologies including clear gifs to
help us monitor and improve our e-newsletter and notification. For more information, please see Mailgun’s

privacy policy.

2.2 Settings for notifications are contained in the Ecosquared platform and can be switched on or off.

3. Platform

3.1 We use a platform which can be accessed through the Ecosquared Portal or API.

3.2 The Ecosquared Portal allows you to submit, upload, store and amend your personal information in order
to make use of the Ecosquared functions.

3.3 You can use the Platform to:
e Evaluate content as ‘products’, other users’ contributions, and future ‘projects’
e Share content (products and projects) with other users with Ecosquared Credits; and
e Buy credits.

3.4 In order to Register you will have to provide personal information. The personal information you will be
asked to provide may include your:

e Name

e Email address


https://www.mailgun.com/privacy-policy
https://www.mailgun.com/privacy-policy
https://ecosquared.tech/
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® Photo image; and

e Evidence to validate your authorship of any content shared on the platform.

3.5 In order to access full functionality of the platform, you may have to provide evidence of authorship of any
content added.

3.6 Ecosquared uses Paypal as a payment gateway. Ecosquared only retains paypal email and no other details.
View Paypal Privacy Policy.

3.7 We will email you if there has been no activity on your account for twelve months to confirm that you want
to remain on our systems and that the contact details we hold for you are correct. Where we are unable to
verify the contact details are up to date, or upon request, your data will be deleted.

3.8 We will use the personal information you submit to Ecosquared platform to:

e Show your name to other relevant users

® Attribute your actions (such as share, comments and evaluations) to you
® Contact you when another user engages you on the platform. You can stop receiving these emails

at any time by logging into your account and changing your notification settings; and

e Contact you in relation to changes in policy.

3.9 We may also use and disclose information in aggregate (so that neither you, nor other individuals are
identified) for the purposes of monitoring and developing our activity.

4. Controlling your personal information

4.1 We will not sell, distribute or lease your personal information to third parties unless we have your
permission or are required by law to do so.

4.2 You are legally entitled to request details of the personal information which we hold about you, under the
UK's Data Protection Act 1998.

4.3 If you would like a copy of your information, believe that any information we are holding on you is
incorrect or incomplete or have any other data protection related issues or queries, please contact Ecosquared
dataprotection@ecosquared.co.uk.

5. Correction, Update and Deletion of the Personal Data

5.1 Ecosquared will provide you with a possibility to ensure that the personal data you provided to us is
accurate and up to date. You can request correction, update and deletion of your personal information via
e-mail sent to dataprotection@ecosquared.co.uk, and we will use reasonable efforts to contact you regarding
your request.

5.2 In case you chose to be on a mailing list for periodic email updates regarding Ecosquared services and
events, you also can use this e-mail address (dataprotection@ecosquared.co.uk) to send us a notification that
you no longer want to receive such information. We will honour your choice and refrain from sending you such
announcements. You may change your choice at any time. To update or delete your data or correct an
inaccuracy, we may ask you to verify your identity and cooperate with us in our effort.


https://www.paypal.com/uk/webapps/mpp/ua/privacy-full
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6. Complaints

6.1 If you are concerned that we have breached a privacy law or code binding on us, please send an email to
dataprotection@ecosquared.co.uk. We aim to respond in a reasonable time (normally 30 days). Our Data
Protection Officer will manage your complaint and will give you additional information about how it will be
handled.

6.2 You have the right to complain to the Information Commissioner's Office (ICO) if you believe we do have
not handled your request in an appropriate manner. For information on contacting the ICO please see their
website.

7. Security

7.1 We are committed to ensuring that your information is secure. In order to prevent unauthorised access or
disclosure, we have put in place appropriate technical, physical and managerial procedures to safeguard and
secure the information we collect online.

8. Cookies

8.1 When you visit our Website a small amount of data known as a “cookie” may be stored on your computer’s
hard drive. Cookies include information concerning for example the type of web-browser you are using. We
use cookies to help us monitor the way in which the Website is used, which in turn helps us to ensure that the
Website is relevant to its users. Fieldfisher does not use cookie technology to collect Personal Information.
Most browsers allow you to turn off cookies or to receive a warning before a cookie is stored on your hard
drive. Please refer to your browser instructions or help screen to learn more about how to do this. You may
also wish to refer to www.allaboutcookies.org. Note that you may not be able to take advantage of certain
services or facilities on the Website if you do refuse a cookie.

8.2 The Internet is a global environment and using the Internet to collect and process data can involve the
transmission of data on an international basis. Therefore, by browsing our Website and communicating
electronically with us, you acknowledge our processing of data in this way. However, we will endeavor to
protect all Personal Information collected through our Website in accordance with our data protection
standards.

9. Links to other websites

9.1 Our website may contain links to other websites of interest. However, once you have used these links to
leave our site, you should note that we do not have any control over that other website. Therefore, we cannot
be responsible for the protection and privacy of any information which you provide whilst visiting such sites
and such sites are not governed by this privacy statement. You should exercise caution and look at the privacy
statement applicable to the website in question.

10. Changes to the Terms

10.1 Ecosquared reserves the right, at its discretion, to make changes to any part of the Website, the
Information or these Terms.

10.2 Ecosquared may change this policy from time to time by updating this page. You should check this page
from time to time to ensure that you are happy with any changes.


https://ico.org.uk/concerns/
https://ico.org.uk/concerns/
http://www.allaboutcookies.org/manage-cookies/index.html
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10.3 This policy is effective from April 2018. By continuing to use the Website you agree to be bound by these
Terms as amended.

[i] As defined in the Data Protection Act 1998 Part 1 1(1)
[i] As defined in the Data Protection Act 1998 Part 1 1(1)



